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INTRODUCTION

Beyond the Headlines: A Pragmatic
Introduction to Al Risk

= SOPHIE MCNAUGHT
E CORPORATE ATTORNEY & Al INDUSTRY LEAD

Sophie is a corporate attorney and insurance adviser, navigating
the intertwining paths of legal, risk management, and technology.
She offers expert advice on regulatory matters such as Al risk
management and data privacy.

Customer support chatbots going rogue, disastrous auto-generated news
headlines, wrongful arrests based on faulty Al outputs—the headlines are
filled with tales of Al gone awry.

For the companies at the center of these news stories, these incidents
represent more than just technical glitches; they symbolize a day when
everything that could go wrong, did.

While much of the broad conversation about Al risk seems to focus on
big, existential risks like killer robots, superintelligence, and mass job
depletion, the reality for most operational and legal leaders seems much
more tangible. Their questions are much closer to real life:

“] don’t think our Al tech is biased, but how much
of my runway could be eaten up if we get sued?”

“We’re not directly ripping off other people’s IP, but
could | be named in a lawsuit if the foundational model
we’ve built on is?”

“Is my insurance policy broad enough to include
mistakes made by our LLM-powered tool?”

These questions are not just hypotheticals; they’re reflective of the
very real anxieties facing companies as they venture into the largely
uncharted territory of Al.



With each question, the underlying theme is clear:

How do we harness the monumental potential of
Al while effectively managing the risks?

Risks that get media attention:

Human extinction
Killer robots

Mass job depletion
Superintelligence

What GC’s and Product Leaders are actually
worried about:

Customer lawsuits

Guidelines for ethical data use
Compliance with Privacy Laws
Transparency disclosures
Product liability

Systematic Bias

That’s where this guide steps in. Aimed at demystifying the complex web
of Al risks, this guide is an essential resource for tech leaders navigating
the ever-changing risk landscape of Al. From cybersecurity issues to
regulatory violations, we break down the primary sources of Al risk.

Our objective? To provide you with an overview of the legal landscape,

highlight which industries are most at risk, and equip you with a robust
toolkit for mitigating these challenges.

Key Risk Categories for Al

CYBER BIAS & DISCRIMINATION
PRIVACY VIOLATIONS PRODUCT ERRORS
IP VIOLATIONS Al REGULATORY VIOLATIONS

So, whether you’re just starting to explore the possibilities of Al in
your business or you’re launching your first Al product, this guide is for
you. Let’s navigate this path together, transforming Al from merely an
innovative tool to a strategically managed element of your business.



CHAPTER 1

Understanding the Risk Landscape

Before we dive into specific areas of risk, let’s first examine the legal landscape for Al. We find
it helpful to separate this into the existing legal frameworks and the upcoming regulations.

The Pipeline of Al Litigation

TODAY NEAR FUTURE
Existing legal frameworks New Regulations Upcoming Regulations
Privacy EU Al Act US Al Regulations
- Classifications based on risk levels « Proposal anticipated this year

Intellectual Property
Discrimination
Consumer safety
Libel & defamation

Current Legal
Realities

Anticipating
the Future

« Transparency guidelines

New State Laws
» NY Bias Laws for Recruiting

« CA Bot Disclosure Law

Today, much of the litigation around Al arises entirely from existing legal
frameworks that you may already be familiar with: laws related to privacy,
intellectual property, discrimination, consumer safety, and libel. While
these laws are not new, the introduction of Al can amplify the frequency
and severity of related litigation.

Take, for instance, the cyber risks inherent in the healthcare sector due
to the handling of patient Protected Health Information (“PHI”). With Al
models utilizing vast data pools, the potential severity of data breaches
increases, which in turn could exacerbate the impact and cost of any
cyber incident. One way to keep up with how cases are playing out is with
legal trackers like this Al Litigation database from George Washington
University, which offers visibility into how these laws intersect with Al.

Yet, it’s not just the current legal frameworks that demand our attention.
The horizon is changing. The EU’s Al Act, which has been passed and

is set for implementation by 2026, is a harbinger of more structured Al
governance in the near future. Similar regulatory efforts are underway in
the U.S,, signaling a shift toward a future of more stringent Al oversight.
While these changes loom in the distance, they are vital considerations
for your long-term risk management strategies.


https://blogs.gwu.edu/law-eti/ai-litigation-database/

CHAPTER 2

Cyber & Privacy Risk

The Pivotal Role of Cyber &
Privacy Risk for Al Companies

We’ll start with Cyber and Privacy risk because
it is often the risk that is of most concern to
your users or clients. These risks often dictate
the criteria for B2B SaaS companies, whose
clients may demand cyber insurance coverage,
SOC 2 certifications, and stringent data
retention policies.

Why Cyber & Privacy Risks are
Amplified in Al

Though the cyber threats aren’t necessarily
different, they are more severe for companies
using Al because the amount of data is much
greater and is often sensitive. The sheer volume
of data processed by Al systems elevates the
risk profile significantly. Cyber breaches or
privacy infractions can lead to hefty financial
penalties and lasting reputational harm.

Additionally, the question of privacy becomes
more complex when introducing data into
training models. Can a model ever truly “forget”
data? How does this align with or contradict
current privacy laws demanding data erasure?

Industries With Elevated
Cyber & Privacy Risk

Particular sectors stand out for their
vulnerability, mostly due to the nature
of data they process:

Healthcare: Handling vast quantities
of PHI, healthcare entities must adhere
to the rigorous standards set by HIPAA.

Fintech: With inherently sensitive
financial data, fintech companies are
bound by the FCRA’s regulations.

Consumer and Martech: Organizations
that collect, analyze, and use vast
amounts of consumer data for marketing
purposes face heightened scrutiny
under privacy laws such as GDPR in
Europe and CCPA in California.

EdTech: With the rise of online learning
platforms, EdTech companies handle a
significant amount of student data.
These companies must comply with the
Family Educational Rights and Privacy
Act (FERPA) in the U.S.

Biometric Data Handlers:

Those collecting biometric data should
be especially cognizant of legislation
like BIPA, which includes applications
such as facial recognition and
fingerprint analysis.



Mitigation Strategies

Al intensifies the need for cyber risk mitigation. Here are some key strategies you can implement:

Implement rigorous cybersecurity
practices that align with SOC 2
Certification requirements.

Secure sufficient cyber insurance
to cover potential breaches.

Keep meticulous records of data processing
activities, particularly those involving
automated decision-making,

in compliance with GDPR Article 22.

Conduct Data Protection Assessments
for automated processes impacting
individuals, detailing consent protocols
and opt-out options.

Adhere to biometric laws by transparently
informing users and obtaining explicit consent,
with the lllinois BIPA providing the

strictest guidelines.

Ensure third-party chatbot applications
comply with laws related to wiretapping
and eavesdropping, notably in jurisdictions
mandating two-party consent.

By embracing these mitigation strategies,
Al companies can not only protect
themselves but also offer assurance to their
clients, demonstrating a commitment to
cybersecurity and privacy that is vital in
today’s tech-driven landscape.



CHAPTER 3

Intellectual Property Risk

A Spotlight on IP Risk

Intellectual property (“IP”) risk is a significant concern in public
consciousness, primarily because it is at the heart of most Al litigation
today. High-profile legal challenges, such as the class-action lawsuit

of the New York Times against OpenAl, have notably shaped the

legal landscape. These cases highlight the complexity and urgency of
addressing IP within Al development. Additionally, the proactive stance
of Al model providers like OpenAl, offering to shield their clients from IP
litigation, casts a new light on how the industry approaches these risks.

The Complexities of IP Risk in Al

IP risk in Al encompasses several critical areas: copyright infringement,
patent disputes, and the unauthorized use of proprietary datasets. Al’s
ability to process, replicate, and sometimes enhance human-generated
content raises unique legal questions. Outputs from Al systems,
whether text, imagery, or music, derived from extensive datasets, may
unintentionally infringe on existing copyrights or patents.

A pivotal aspect of this debate revolves around unresolved legal
guestions. Many ongoing legal disputes leave the application of the Fair
Use doctrine and the legality of data scraping in Al’s context in flux. As
these cases progress through the courts, we anticipate more clarity on
the boundaries of IP risk in Al.

Applications Most Impacted by IP Risk

Certain applications are particularly vulnerable to IP risks due to their reliance

on extensive datasets:

General Large Language Models (“LLMs”): Media Generators: Tools producing art, music,
Central to many Al innovations, LLMs are under  and video content are transforming creative
significant scrutiny. Their capability to generate  industries. Yet, their potential to create works
human-like text may inadvertently replicate resembling copyrighted materials presents

copyrighted material.

pressing |IP concerns.



Coding Tools: Assistants that aid in coding

or optimizing code might unintentionally use
proprietary code snippets or algorithms, posing
risks of copyright and patent infringements.

Data Analytics Platforms: These platforms
interpret vast datasets, which may include
sensitive or proprietary information, risking
unintentional IP misuse or disclosure.

Automated Content Aggregators: Curating
content from various sources without proper
licensing or attribution could infringe upon the
copyrights of original creators.

Chatbots and Virtual Assistants: These
technologies might generate responses that
inadvertently mimic copyrighted content,
challenging IP integrity maintenance.

Educational and Training Tools: Offering

courses or training materials could involve
using copyrighted content without proper

authorization.

Translation and Localization Services:
Adapting content for different languages or
cultures risks creating derivative works that
infringe on original IP rights.

For companies developing or utilizing these Al applications, it’s crucial to work to mitigate

these risks.

Mitigation Strategies

While many IP cases are ongoing, there are proactive steps to mitigate IP risks:

Conduct Thorough IP Audits: Regularly
review the data, algorithms, and content in

Al applications for potential IP infringements,
including the sourcing and licensing of
training data and third-party content.

Implement Clear Licensing Agreements:
Ensure all data, software, and content used
or generated by Al systems are covered by
licensing agreements specifying usage rights,
limitations, and IP law compliance.

Develop IP Indemnification Policies:
Negotiate indemnification clauses in contracts
with partners and clients to address potential
IP litigation costs.

Obtain Al Insurance from Vouch: Al Insurance
includes coverage for IP related lawsuits,

up to your chosen sublimit. Learn more at
www.vouch.us/verticals/ai

Seek Expert Legal Advice: Engage with

legal professionals specializing in IP law and
technology to navigate the legal landscape, stay
abreast of regulatory changes, and

receive guidance on IP issues.

By taking these steps, Al companies can
significantly reduce their risk of facing lawsuits
or penalties due to bias or discrimination,
ensuring their technologies are both innovative
and equitable.


http://www.vouch.us/verticals/ai

CHAPTER 4

Bias & Discrimination Risk

The Challenge of Al Bias

Bias is a human flaw that can inadvertently influence the Al systems

we create. The consequences of a biased Al system can be far-reaching
and potentially catastrophic. Consider the impact a discriminatory

Al algorithm might have on credit scoring, real estate valuation, or
influencing employment opportunities. When these biases are embedded
systematically, the potential for harm increases significantly, affecting
individuals and communities on a much larger scale.

Even when Al systems seem unbiased, it’s crucial for risk leaders to
emphasize transparency and explainability. Ensuring that the decision-
making process of Al is clear and understandable is essential. Without
transparency and documentation, even well-intentioned companies may
face legal challenges and adverse judgments, regardless of the fairness
of their data or algorithms. In fact, Agencies such as the EEOC, DOJ, FTC,
and CFPB have already jointly declared their intent to enforce penalties
where Al contributes to unlawful discrimination.
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Applications Most Exposed to Bias and Discrimination Risk

In each of these sectors, it’s imperative to address Al bias as not just a regulatory compliance

issue but a fundamental ethical concern.

HR & Recruiting: Al in recruitment and
employee assessments faces scrutiny under
the EEOC guidelines to prevent bias, directly
affecting individuals’ career prospects.

Healthcare & Medical Diagnostics: Biases in
Al can lead to unequal health outcomes, raising
concerns about patient care across diverse groups.

Education: Al in education needs careful
oversight to ensure equitable treatment for all
students, highlighting its impact on access.

Criminal Justice & Law Enforcement: Al tools

in predictive policing & sentencing can influence
fairness, especially regarding racial biases.

Mitigation Strategies

Real Estate: Al in property valuation and
listings must comply with the Fair Housing Act,
ensuring algorithms do not discriminate and
affect housing access.

Surveillance & Security: Al in facial
recognition and security systems must address
fairness and privacy, with misidentification
posing significant risks for specific demographics.

Financial Services: This sector,

covering everything from credit assessments
to insurance underwriting, operates under
strict regulations like the Equal Credit
Opportunity Act to ensure fairness and
prevent discrimination.

Al companies can lessen the risk of lawsuits or penalties through a mix of legal, technical, and

ethical strategies:

Diverse Data and Testing: Train Al models
with diverse data sets and conduct extensive
demographic testing.

Documenting Decision Processes: Maintain
detailed records of Al decision-making
processes to demonstrate compliance and
due diligence.

Ethical Al Guidelines: Establish ethical
Al guidelines emphasizing fairness,
accountability, and transparency.

Regular Audits and Compliance Checks:
Perform both internal and external audits of
Al systems to help assess compliance and
identify risks.

Legal Consultation and Review:
Collaborate with legal experts familiar with
non-discrimination laws and Al applications.

Training and Awareness Programs: Educate
development and product management
teams on the importance of avoiding bias

in Al systems.

Obtain Al Insurance from Vouch: Al Insurance
includes coverage for algorithmic bias lawsuits,
up to your chosen sublimit.

By taking these steps, Al companies can
significantly reduce their risk of facing lawsuits
or penalties due to bias or discrimination, ensuring
their technologies are innovative and equitable.

1



CHAPTER 5

Model Errors & Performance Risk

The Unique Challenge of Al Systems

Al models stand apart from traditional software due to their self-
learning capabilities, which can lead to unpredictable outcomes. Unlike
conventional systems with fixed inputs and outputs, Al’'s dynamic
learning process can sometimes result in “hallucinations” or incorrect
outputs, as you may have personally observed using technologies like
ChatGPT. This unpredictability underscores the need for stringent

oversight and robust mitigation strategies.

Interestingly, Al systems are often held to higher standards than humans.
While human decision-making is naturally prone to errors, we expect
more from automated decisions. Despite Al’s potential to outperform
human accuracy, any failure, especially those causing financial losses to
clients, can erode trust significantly.

Examples of Model Error Risk

Consider the following examples, which underscore the risk landscape for Al products:

EXAMPLE 01

IT Performance
Misinterpretation

Your Al tool, designed

to optimize network
performance, erroneously
analyzes a client’s data,
failing to deliver the promised
enhancements. The client
perceives this as negligence
and misrepresentation,
attributing their lack of
performance improvement
and subsequent financial
loss directly to your Al
recommendation.

EXAMPLE 02

Customer Service
Chatbot Errors

Your Al chatbot, tasked with
handling ecommerce returns
and refunds, miscalculates
refund amounts. This mistake
leads to a customer complaint
alleging financial losses
incurred due to the chatbot’s
erroneous calculations,
affecting their business
operations and customer
satisfaction.

EXAMPLE 03

Marketing Campaign
Targeting Misfires

Your Al software, aimed at
refining clients’ marketing
strategies, contains an
algorithmic flaw. This error
causes misallocation of a
marketing budget, focusing
resources on the wrong target
audience. Despite no laws
being broken, the client holds
your company responsible for
the misdirected spending and
potential lost revenue.
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Applications Most Exposed to Error Risk

While Al product and model errors will impact every Al application, certain industries can be under
greater scrutiny due to the high stakes involved—especially where decision-making errors could
lead to significant financial losses. Here are examples of sectors that have high Al error risk:

Healthcare: Errors in Al-driven diagnostics

or treatment recommendations can result in
misdiagnoses or ineffective treatments, posing
health risks and financial liabilities.

Financial Services: Mistakes in algorithmic
trading, credit scoring, or fraud detection can
cause incorrect financial advice or undetected
fraudulent activities, leading to financial
repercussions.

Professional Services: For lawyers,
accountants, and other professionals with
fiduciary responsibilities, the margin for error is
minimal. Errors in Al-decision making could lead
to breaches of professional standards of care.

Automotive and Autonomous Vehicles:
Malfunctions in Al for navigation or autonomous
driving can cause accidents, property damage,
and financial compensation claims.

Manufacturing: Mistakes in Al-driven
production or quality control can halt
production, waste materials, or necessitate
recalls, impacting financial and reputational
standing.

Cybersecurity: Errors in Al security systems
might miss vulnerabilities, leading to data
breaches and substantial financial damages.

While this list is by no means complete, for companies operating within these sectors, the
emphasis on rigorous testing, continuous monitoring, and transparent communication with

stakeholders becomes even more critical.

Mitigation Strategies for Al Model Errors

Effective risk management combines technical diligence, legal foresight, and insurance measures.
Here are some strategies for mitigating Model Errors:

Robust Batch Testing: Before deploying Al
models, conduct extensive batch testing under
varied conditions to identify potential errors.
This testing should simulate real-world scenarios
as closely as possible to uncover issues that may
not be evident in controlled tests.

Human-in-the-Loop (HITL) Testing:
Incorporate human oversight into the Al’s
lifecycle. Human experts can review Al
decisions and outputs periodically, providing an
essential check on Al’s autonomous operations
and ensuring accuracy and reliability.

13



Continuous Monitoring and Feedback Loops:
After deployment, continuously monitor Al
systems for unexpected behavior or errors.
Establish feedback loops that allow users to
report issues promptly, enabling quick fixes and
updates to prevent widespread impact.

Thoughtful Contract Language: Engage
legal professionals specializing in technology
and intellectual property to navigate legal
complexities. Thoughtfully crafted contracts
with clear terms regarding Al capabilities and
limitations can set the right expectations and
provide legal safeguards.

Stakeholder Engagement: Involve
stakeholders, including clients, end-users, and
industry experts, in the development process.
Their insights can help identify potential issues
early on, allowing for adjustments before full-
scale deployment.

Product Disclaimers: Use product disclaimers
to communicate the potential risks and
limitations associated with your Al technology.
Such transparency can manage client
expectations and may offer an added layer of
legal protection.

Al Insurance: Lastly, securing Al-specific
insurance coverage is a critical safety net. It
protects against claims arising from Al errors,
covering legal fees, settlements, and other
related expenses. This insurance acts as a
financial buffer, allowing companies to navigate
the unpredictable terrain of Al with confidence.

By integrating these strategies, companies can
navigate the risks associated with Al product
and model errors more effectively, ensuring
their innovations deliver value while minimizing
potential harm and legal exposure.

14



CHAPTER 6

Al Regulatory Risks

Introduction to Al Regulatory Risks

Until now, our discussion around Al risk has largely been framed by
how it fits within existing legal and regulatory structures. However,

the landscape is shifting dramatically. The era of Al-specific regulations

is on the horizon, signaling a pivotal shift in how Al technologies will
be governed moving forward. With the passage of the Al Act, the

European Union has made a decisive move, setting a precedent for future
Al regulation, effective from 2026. This act serves as a harbinger for
upcoming regulations in the United States, which are expected to be

of a similar vein.

While your company may not be directly subject to these new
regulations today, their scope and implications are important to
understand. Moreover, the principles and best practices embedded
within these regulations offer valuable guidance that can benefit you
regardless of the legal mandate.

Top Things You Should Know
About the EU’s Al Act

Here are essential aspects of the EU’s Al Act every
Al stakeholder should be familiar with:

Risk-Based Classification: Al systems will

be classified by the risk they present, with
high-risk categories subject to stringent regulatory
requirements. Understanding which category

your Al application falls into will be essential

for compliance.

Obligations for High-Risk Al: High-risk Al systems will
need to meet robust standards for data governance,
transparency, and security. Businesses must be ready
to implement comprehensive risk assessment and
mitigation measures.

Prohibition of Certain Al Practices:

The EU Al Act outlines specific uses of Al that
are deemed unacceptable due to their potential
harm to individuals’ rights or safety. Familiarity
with these prohibitions is crucial to ensure your
Al applications do not cross these boundaries.

Enforcement Framework: The EU Al Act
establishes a governance structure for
overseeing compliance, involving national
authorities and a European Al Board.
Navigating this framework will be key to
successfully navigating regulatory challenges.

Transparency Requirements: Al systems that
interact with users or produce content will

need to disclose their Al-driven nature, ensuring
users are informed about the source and
reliability of the information they receive.

15



Applications Most Exposed to Al Regulatory Risk

We don’t have to guess which applications are most at risk—the Al Act clearly defines this.

Al systems will be classified according to the risk they present. The regulations delineate
“High-Risk” and “Prohibited” Applications as follows:

HIGH RISK PROHIBITED

Medical devices

Vehicles

Recruitment, HR, and worker management
Education and vocational training
Influencing elections and voters

Access to services
(e.g., insurance, banking, credit, benefits etc.)

Critical infrastructure management
(e.g., water, gas, electricity etc.)

Emotion recognition systems

Biometric identification

and asylum

Administration of justice

Specific products and/or safety components
of specific products

Social credit scoring systems

Emotion recognition systems at work
and in education

Al used to exploit people’s vulnerabilities
(e.g., age, disability)

Behavioral manipulation and circumvention of

free will

Untargeted scraping of facial images

for facial recognition

Biometric categorization systems using sensitive

characteristics
Specific predictive policing applications
Law enforcement use of real-time biometric

identification in public (apart from in limited,
pre-authorized situations)

16



Mitigation Strategies for Al Regulatory Risks

To prepare for the EU Al Act and anticipate similar global regulations, Al companies should:

1. Assess your Risk Category: First and
foremost, determine your Al application’s
classification under the Al Act. This
categorization will guide the regulatory
standards you must meet.

3. Stay Involved: Engage with stakeholders,
including legal experts, regulatory bodies,
and civil society groups, to stay updated on
regulatory developments and community
standards. This collaboration can inform
your compliance strategy and highlight best
2. For High Risk Applications: Adhere to practices.
the specific key requirements outlined in the
EU Al Act, which include: By staying ahead of these regulatory changes

and proactively integrating these mitigation

Risk Management System: Establish

a robust risk management system that
covers the entire lifecycle of the Al system,
continuously identifying and addressing

strategies, companies can not only ensure
compliance but also position themselves as
leaders in the responsible development of Al
technologies.

potential risks.

Data Governance and Quality
Management: Implement data governance
practices that ensure data quality,
accuracy, and representativeness. Include
measures to mitigate bias and ensure
secure data handling.

Transparency Measures: Provide clear
information to users, including the
system’s capabilities and limitations,
ensuring users understand how Al
decisions are made.

Human Oversight: Incorporate human
oversight mechanisms, such as human-in-
the-loop, to review and verify Al outputs
and intervene when necessary.

Accuracy, Robustness, and
Cybersecurity: Ensure the Al system is
accurate, robust against manipulation, and
incorporates cybersecurity measures to
protect against attacks and data breaches.



CONCLUSION

Embracing the Al Revolution
with Preparedness

As we stand on the cusp of a new era, it’s undeniable that artificial
intelligence will profoundly transform the way we conduct business.
Whether you view these changes with boundless optimism or
cautious skepticism,

Al’s influence is burgeoning,
and we are just witnhessing the
dawn of its potential.

The rise of Al has already catalyzed the launch of countless startups,
each with a vision of revolutionizing their respective industries. These
innovations promise efficiency, growth, and solutions to complex
problems that have long challenged us. Yet, as history teaches us, change
brings new risks as much as opportunities.

As the insurer of over 500 Al companies, Vouch is deeply invested in the
collective journey toward a future where risks are understood, managed,
and mitigated. We hope that the insights here will help you chart a course
through the Al landscape with confidence.
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